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Vv canh bao 16 hong bao mat trong may
chu Microsoft Exchange
Kinh guri:

- Pon vi chuyén trach vé CNTT céc bo, co quan ngang bo,
co quan thudc Chinh phu;
- S& Théng tin va Truyén théng cac tinh, thanh phd truc
thuoc Trung vong;
- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang
TMCP; Céc t6 chirc tai chinh;
- Hé thdng cac don vi chuyén trach vé an toan thong tin.

Hé théng Canh bao diém yéu va ra soat 16 hong bao mat tu dong cia
Trung tim Gidm sat an toan khong gian mang qubc gia (NCSC), Cuc An toan
thong tin d3 ghi nhan 06 15 hong bao mat (CVE-2020-17117, CVE-2020-17132,
CVE-2020-17141, CVE-2020-17142, CVE-2020-17143, CVE-2020-17144)
trong cac may chu thu dién tir sir dung Microsoft Exchange. Cac 156 hong nay
anh huong ti hau hét cac phién ban Microsoft Exchange cho phép déi tuong tan
cong chén va thuc thi ma lénh trai phép tir 6 kiém soat may chi thu dién tir va
danh cap dit liéu trén hé thong. D4i tuong tin cong c6 thé khai thac 16 hong khi
c6 mot tai khoan thu dién tir thong thuong trén hé théng (thong tin chi tiét co tai

phu luc kém theo).

Pay la cac 16 hong méi va mot sb 16 hong dd c6 ma khai thac cong khai
trén Internet (CVE-2020-17141, CVE-2020-17143, CVE-2020-17144), da dugc
Trung tdm NCSC kiém tra va thir nghiém. C6 nhiéu nhém tan coéng ciing dang
khai thac céc 16 hong nay dé tan céng vao cac co quan, to chirc. Nhim dam bao
an toan thong tin cho hé thdng thong tin ciia quy don vi, gbp phan bao dam an
toan cho khong gian mang Viét Nam, Cuc An toan thong tin dé nghi quy don vi

thuc hién:

1. Ra so4t cac may chi ¢6 cai dat Microsoft Exchange dé phat hién va xir



Iy kip thoi cac may chi co kha nang da bi ddi tuong tin cong khai thac thong

qua 16 hong trén.

2. Kiém tra, ra soat va xac dinh toan bd cac may chu bi anh huong. Cap

nhat ban vé hodc khic phuc 16 hong theo huéng dan cua Microsoft.

3. Tang cuong theo ddi giam sat hé thong ddng thoi thuong xuyén theo
ddi kénh canh bao ciia cac co quan chirc ning va cac to chtic 16n vé an toan dé

phat hién kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét co thé lién hé dau méi hd tro ciia Cuc An toan
thong tin: Trung tim Giam sat an toan khong gian mang quoc gia, dién thoai
02432091616, thu dién ti: ais@mic.gov.vn.

Tran trong./.
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Phu luc

Thong tin cac 16 hong
(Kém theo Cong van so /CATTT-NCSC ngay / /2020)

STT

CVE

Mo ta

CVE-2020-17117

- Piém CVSS: 7.2 (Cao)

- Anh huong: Exchange Server 2013/2016/2019.
- L3 héng cho phép dbi twong tin cong chén val
thue thi ma tir xa.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17117

CVE-2020-17132

- Piém CVSS: 9.1 (Nghiém trong)

- Anh huong: Exchange Server 2013/2016/2019.
- L3 hong cho phép d6i twong tin céng chén va
thuc th1 ma tir xa.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17132

CVE-2020-17141

- biém CVSS: 8.4 (Cao)

- Anh huong: Exchange Server 2016/2019.

- L3 hong cho phép d6i tuong tan cong chén va
thuc thi ma tir xa.

- B2 c6 ma khai thac cong khai trén Internet.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17141

CVE-2020-17142

- Piém CVSS: 9.1 (Nghiém trong)
- Anh huong: Exchange Server 2013/2016/2019.

- L3 hong cho phép d6i tuong tan cong chén va




thuc thi ma tir xa.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-
guide/vulnerability/ CVE-2020-17142

CVE-2020-17143

- Piém CVSS: 8.8 (Nghiém trong)

- Anh huong: Exchange Server 2013/2016/2019.
- L3 hong cho phép dbi twong tin cong thu thap
thong tin.

- B3 c6 ma khai thac cong khai trén Internet.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-
guide/vulnerability/ CVE-2020-17143

CVE-2020-17144

- Piém CVSS: 8.4 (Nghiém trong)

- Anh huong: Exchange Server 2010.

- L3 hong cho phép d6i tuong tin cong chén va
thuc th1 ma tr xa.

- Ba ¢6 ma khai thac cong khai trén Internet.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/ CVE-2020-17144
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