BO THONG TIN TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc lap - Tw do - Hanh phuc

S6:2082 /CATTT-NCSC Ha N¢i, ngay 22 thang /7 nam 2023
V/v Phat hién bang dién tir quang cao cia
cac co quan, td churc bi chén ndi dung
khong phu hop

Kinh gtri:
- Pon vi chuyén trach vé CNTT céc B, co quan ngang B0,
co quan thudc Chinh phu;
- S& Thong tin va Truyén thong cac tinh, thanh phd truc thudce
Trung vong;
- Cac Tap doan, Tong cong ty nha nudc; cac Ngan hang
TMCP; céc to chic tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Qua cong tac giam sat an toan khong gian mang qubc gia, Trung tdm Gidm
sat an toan khong gian mang quoc gia (NCSC), Cuc An toan thong tin, ghi nhan
cac bang dién tr quang céo chay LED cutia ¢4 nhan, t6 chic trén mot sé dia ban
thudc cac dia phuong trén ca nude bi thay d6i ndi dung hién thi. Piéu nay sé& tro
nén nguy hiém va nghiém trong néu bi loi dung dé dang tai, phat tan nhimg noi
dung x4u doc, xuyén tac vé chi quyén, chu truong ciia Pang va chinh sach, phap
luat cia Nha nudc.

Théng tin chi tiét c6 tai Phy luc dinh kém.

Nham ngan chin, xir Iy sdm tinh trang trén, gop phan bao dam an toan cho
khong gian mang Viét Nam, Cuc An toan thong tin khuyén nghi Quy don vi thuc
hién:

1. Ra soat toan bd bang dién tir chay LED thudc pham vi quan 1y dé phat
hién va x6a bo ndi dung quang cao khong phu hop, c6 bién phap xir Iy triét dé,
ngin chin khong dé tai dién tinh trang bi ding tai ndi dung khong phu hop.

2. Tang cuong giam sat va san sang phuong an xur 1y khi phat hién c6
dau hiéu bi khai thac, tan cong mang; dong thdi thuong xuyén theo ddi kénh canh
béo clia cac co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phét
hién kip thoi cac nguy co.

3. Trong trudng hop can thiét co thé lién hé dau mdi hd trg cia Cuc An toan



2

thong tin: Trung tam Giam sét an toan khong gian mang quéc gia, dién thoai:
02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.

Noi nhin: KT. CUC TRUONG
- Nhu trén; PHO CUC TRUONG
- B trudng (d€ b/c); —

- Thir truéng Nguyén Huy Diing (dé b/c);

- Cuc A05 (Bo Cong an);

- B6 Tu Iénh 86 (Bo Qudc phong);

- Ban Co yéu Chinh phu;

- Cuc trudng (dé b/c);

- PCT Tran Ping Khoa;

-PCT Tran Quang Hung;

- Trung tdam VNCERT/CC, Phong ATHTTT;
- Luu: VT, NCSC.
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Phu luc ‘
THONG TIN CHI TIET VE BANG LED CUA NHIEU DIA PHUONG
BI THAY POI NQI DUNG
(Kem theo Cong van so /CATTT-NCSC ngay / /2023

cua Cuc An toan thong tin)

1. Théng tin ghi nhéan

Trong qua trinh giam sat trén khong gian mang, Cuc An toan thong tin phat
hién tinh trang cac bang dién tor quang cao chay LED cua ca nhan, t6 chuc trén
mot sO dia ban thudc cac dia phuong trén ca nude bi thay d6i ndi dung hién thi.

TRUUNG MAM NON CAM C

§ 36 sinh tén chién dau 1
-

T ----------ﬂ

2. Phéan tich nguyén nhan

Qua phan tich, diéu tra cac thong tin lién quan, Trung tdm Giam sat an toan
khong gian mang quoc gia ghi nhan dugc mot s6 thong tin nhu sau:

- Cac bang dién tu LED bi thay d01 ndi dung thuong la cac bang LED cii
hodc bang LED c6 xuat xtr khong 16 ngudn goc. Cac bang LED nay c6 chung mot

dic diém 1a cho phép quan 1y thong qua WIFI va thudng st dung cac mat khau
WIFI mic dinh dé doan nhu: 88888888, 11111111, 12345678,...



mét khdu méc dinh bang dién tir LED

Théng thuong, mat khau mac dinh duoc str dung khi két noi wifi sé 1a 8

s6 8 - 88888888.

@ LED HOA DANG
F v nled-matran }

i cia bien LED ma tran va cach khac phuc
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- Hién nay ciing c6 rat nhiéu tng dung trén dién thoai cho phép chinh sira
noi dung bang dién tir LED ngay trén thiét bi di dong, pho bién nhat la “Led Art”,
Chi can két n61 vao WIFI cua bang LED sau do6 truy cap vao ing dung la co thé

chinh stra dugc ndi dung trén bang dién tir LED.

LedArt

ane 1Tre ¥

Théng tin ho trg cha ing dung  ~

- Ngoai ra trén cac nén tang mang xa hoi nhu tiktok, facebook, ... ciing duoc
chia sé rong rai cach thirc thuc hién hanh vi nay. Cac ban tré coi day la chién tich
deé khoe khoang dan dén nhi€u ban hoc va lam theo gy ra tinh trang nhi€u noi

trén cd nudc déu xuat hi€n hanh vi nay.

Hack Led

9-24

Hack Led #xuhuong

@ aquanghuwn... #xuhuong

D> 371K
Q nguyenviet...

Ngéan hang cing ko tha

Q

THANHNIEN HOL HIEN TUONG RAY LA VAT LY

TUVDETUBUC
AT KHEXA NUOT

HAY HOX HOC
CHUYEN SANG,TRD!

8-28

thanh nién hoi hién tugng nay
la vat Iy hay héa hoc, sao...

D 856K O mantv.vn @ D 3.3M




3. Phuwong phap khic phuc

Cuc An toan thong tin dé nghi cac co quan, t6 chiic lién quan thyc hién mot
s0 bi¢n phép sau day dé xur 1y, khac phuc ndi dung trén:

- Kiém tra, ra soat lai mat khau WIFI cua bang dién tir dang sir dung, thay
d6i thanh mat khau khac c6 tinh phure tap va kho doan hon (Mat khau can c6 nhiéu
hon 8 ky tu bao gdm ca chit va sb ky tu dic biét).

- Thuc hién tit WIFI trén thiét bi néu chi quan tri qua két ndi c6 day./.
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