_ UBNDTINH TRA VINH CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tu do - Hanh phiic

Sé: 231/STTTT-BCVTCNTT Tra Vinh, ngay 08 thang 02 nim 2022
VIV kiém tra, khic phyc 16 hong bio mat
CVE-2021-4034

Kinh gur:
- Céac S¢, ban, nganh tinh (3 h¢); ’
- UBND céc huyén, thi xa, thanh phd.

Ngay 27/01/2022,,Cuc An toan thong tin‘ - Bo Thong tin va Truyén thong
phét hanh Cong vin s6 144/CATTT-NCSC ve viéc 16 hong bao mat CVE-2021-
4034 trong Polkit pkexec anh huong nghiém trong dén hé diéu hanh Linux, 16
héng nay cho phép ddi tugng thuc hién tan cong leo thang dic quyén véi mot tai
khoan ngudi ding bat ky trong h¢ thong muc tiéu. ,

 Polkit [a mgt thanh phan mac dinh cua nhi€u ban phén phoi Linux dugc dung
dé kiém soat va quan ly cac dac quyén trong h¢ thong. L6 hong nay co mirc anh
hudng kha 16n do h¢ di€u hanh Linux dang dugc st dung kha pho bién trong nhiéu
hé thong thong tin ctia co quan, to chirc hién nay.

DPé dam bao an toan thong tin cho hé thdng thong tin ctia cac co quan, don vi,
gop phan dam bao an toan cho khong gian mang Viét Nam, S¢ Thong tin va
Truyén thdng dé nghi cac co quan, don vi trén dia ban tinh tién hanh kiém tra, ra
soat, xac dinh cac hé théng thong tin st dung hé diéu hanh Linux c6 kha nang bi
anh hudng va thuc hién cdp nhat ban va kip thoi dé tranh nguy co bi tin cong,
trong truong hop chua thé cap nhat ban va can thuc hién cac budce khéc phuc thay
thé dé giam thiéu nguy co bi tAn cong.

Thong tin chi tiét cac 16 hong bao mat va hudng dan khic phuc tham khao tai
phu luc kém theo Cong van s 144/CATTT-NCSC.

Trong qua trinh thyc hién, néu can hd trg, cac co quan, don vi lién h¢ S&
Thong tin va Truyén thong (qua Phong Bueu chinh, Vién thong - Céng nghé théng
tin, dién thoai: 0294 3850 853) dé dugc hudng dan./.

Noi nhin: KT. GIAM DOC
- Nhu trep_; PHO GIAM POC
- BGD S¢;

- Trung tam CNTT&TT (t/h);
- BanBién tap So TTTT (dang VB);
- Luu: VT, BCVTCNTT.

ZBui Théng Nhit
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