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Xu huéng phat trién Digital Banking

OPEN
BANK

PROJECT

s .\ q ARTIFICIAL INTELLIGENCE
Cong nghé Al T Cong nghé Biometrics

Open API

Open API: Két ngi hé sinh thai tai Ap dung Al Céng ngh& méi trong linh Cong nghe Biometrics cho Bank

chinh vuc Tai chinh ngan hang « Nhan dién/xac thuc sinh trac hoc/Digital
» K&t n6i cac khach hang doanh nghiép . Tro ly 4o tiép xudc vai khach hang/Chatbot/ Identity
- K&t n6i ngan hang, t6 chtrc tai chinh CallBot - Ngan chan gia mao
 HOo trg thuong mai dién tur « Thuthap, phan tich di liéu/ chdng gian lan, « Bao Mat Trong Quan Tri Dt Liéu Khach -
. Taora céc san pham/dich vu méi rira tién « Dam bao dir liéu thong tin ca nhan chinh xac
 Nang cao trai nghiép khach hang, an toan day du, tin _ _

trén moi trudng mang



Xu huéng phat trién Digital Banking

‘ Dich vu cong truc tuyén
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Dich vu tai chinh ‘ ‘ E ‘ Dich vuY T&
Digital ‘ Béo hiém xa hoi Thong tin dinh danh dién tar dGi véi ca nhan

Identity
> Ma dinh danh

v' S0 dinh danh cé nhan, s6 CMT, HO Chiéu,
| S6 BHXH, MST C4 nhan, Sinh trac hoc

Dich vu vien thong ‘ Ngan hang, dich vu tai »  Cacthéng tin dinh danh kem theo
_ chinh ' ' v Hovateén
- v Ngay sinh
oo v' Gidi tinh
v" Noi dang ky khai sinh

Thuong mai dién tor

Dinh danh dién tu la co so cua cac giao dich s6




Xu huéng phat trién Digital Banking

So dién thoai

Mat khau str dung mot lan j

One-Time Password $

Chimng thu so
§7 Puoc cap bdi co quan c6 tham
quyén

Tai khoan ngudi dung ' . ‘z Pac diém sinh trac hoc
Tai khoan ngudi dung va mét ' N s Guong mat, van tay, giong noi,..
khau da dang ky

Pac diem sinh trac hoc la dir liéu xac thuc quan trong trong du thao
Nghi dinh Quy dinh vé dinh danh va xac thuc dién tur.
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CONG NGHE Al TRONG DIGITAL BANKING

L4

Al bank of the future

Personalization | Omnichannel

at scale

Profitability

experience

Reimagined

Speed and

engagement
@ . o Retention .
Advanced Customer dCI’EIEC!I‘t MOI’;;C;I’IHQ and cross- Se;\?‘gmg
analytics acquisition ecision . selling
Al-powered making collections upsellin,g engagement
decision
making
(7 I;?E[E:‘I; Voice- Virtual Facial _ Behav-
JUBIET  script agents, | Computer!  recog- Block= ¥ 2obotics ioral
Al capabilities F’“;?ZSS analysis bots vision nition chain analytics
A. Tech-forward strategy (in-house build of differential capabilities
vs buying offerings; in-house talent plan)
Core 8 B. Data C. Modern| D. Intelligent || E. Hollow- F. Cyber-
manage- | APl archi- infrastructure § ing the security
te(:jhgo:on g:c:e d‘zc;hnology ment for tecture (Al operations | core (core and
and data Al world command, moderniza- || control
hybrid cloud tion) tiers
setup, etc)
= A. Autonomous business + tech teams
Operating Platform operating B. Agile way | C.Remote D. Modern talent [ E. Culture and
model model of working collaboration | strategy (hiring, capabilities
reskilling)

10 Value capture

Ung dung Al vao chuyén déi sé
trong ngan hang la mot xu thé tat
yéu va la dong luc giup cac ngan
hang phat trién dot pha.

Pé irng dung Al thanh cong thi céac
ngan hang phai dau tu vao viéc
chuyén doi kha nang trén tat ca bon
|6p cua khoi kha nang tich hop:

e Ld&p cam két

 L&p quyét dinh do Al ho trg

e Lép dit liéeu va cong nghé cot 6i

cing nhu mo hinh hoat dong.




CONG NGHE SINH TRAC HOC TRONG DIGITAL BANKING

Multi-factor authentication

Biometrics Cards Supporting Technologies for Mobile
7 Cards
e s am \ m o = \03 B i
: : = Physica . Something you
Contact Contactless Bar Code Magnetic Security oTP mart ID cryptographic SIM
Fingerprint Face Vascular Iris Smart Card Smart Card BSoC Stripe Features \
. . \ ARE
: Credential Technologies / Dual-factor Three-factor
= = Fingerprint authentication
B 2 N = authentication
.‘W @ = @ =) e, M E e.q., PIN and Face Face e.g.. PIN, Face, and ID badge
Nonel i RFID Machine-readable Text S : . i
Voice 1#$%8(3) DNA ot Non-Smart Card e ﬁ;g";";gg;;e o, ":;’Lflf’z:’ TPM Iris

Gf Ji-% Something you Something you
Risk Analytics Predictive Analytics penk, OAuth 20 Blockchain K N O W H AV E

Authentication and
Trust Frameworks

t &

FIDO (UAF) FIDO (U2F) SAML

Analytics
Technologies

& )

Business Activity and Biographic Matching
Operational Analytics (Fuzzy Search)

Password Smartcard USB dongle
PIN USB token Phone
Security questions RFID badge PC

Trong linh vuc bao mét (dinh danh xac thuc), sinh trac hoc con dugc biét dén nhu yéu t6 bao mét
thir 3 trong mo hinh bao méat 3 yéu t6 (Three Factors of Authentication)




Ung dung Cong nghé Al va Sinh trac hoc trong Ngan hang

Verification
result

eKYC
Xac minh thong tin khach hang giao dich
Nhan dién CMND/ Thé can cudc
Nhan dién H6 chiéu
Nhan dién Bang lai xe

Video Call for KYC

\

Jimmy Castle
viP

Nhan dien khach hang VIP
 Nhandién khach hang qua CameraAl
* Nhandién khach hang dua trén dir lieu
sinh trac hoc khuén mat.
Nhan dién khach hang VIP dugc phan

loai va quan ly riéng biét.

Quay ngan hang tu phuc vu

Xac thuc an toan cho cac giao dich tu
phuc vu: giao dich nop, rut tién, chuyén
khoan, mé& tai khoan...

Cong nghé sinh trac hoc tién tién, do

chinh xac cao: Face, Finger, Palm,...

—_——

TAP DOAN BUU CHINH VIEN THONG VIET NAM w VNPT



Ung dung Cong nghé Al va Sinh trac hoc trong Ngan hang

Xac thuc giao dich tai quay Giao dich tai cac diem ATM Giao dich Mobile Banking.

« KH d&ng ky truée lich hen - RUttién/chuyén tién/ddi mat khau tai Khach hang déng ky ma tai khoan
KH ma TK tai quay giao dich ATM Khach hang kich hoat dich vu GTGT qua
KH giao dich rat tién/ chuyén tién Xac thuc khach hang va xac thuc giao mobile/website.
Nhan dién KH VIP dich bang sinh trac hoc Cép nhat thong tin sinh trac hoc qua
Cap nhat thong tin KH... mobile/website

LAy lai mat khau, doi méat khau... .
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GIAI PHAP CUA VNPT TRONG U'NG DUNG

CHUYEN POl SO NGAN HANG




BO GIAI PHAP CHiNH CUA VNPT CHO DIGITAL BANKING

VNPT EKYC VNPT BiolD VNPT CHAT BOT/ CALL BOT

Nén tangxac thyc théngtin khiac hang Nén tang CSDL sinh trac hoc, thuc hién luu trir Ty dong comment, gl tin nhin
OCR gidy t& tuy than (CMND/CCCD/Hb va xtr ly cac loai di¥ liéu sinh trac hoc khac nhau remarketing
chiéu/Giay phép ldi xe) (Face, Finger, voice,...). Tuongtac ngudidung24/7
Compare Face: So sanh anh Selfile vgi anh - Cho phép Enrollment, Verification, Tigt kiém chi phivan hanh
giay to tuy than Identiczj\tion ditliéu sinh trac hoc Gia ting trai nghiém khach hang
Cungcap API/SDK tich hgp cho da nén Cungcap API/SDK tich hgp cho da nén Tw ddng hoéa quy trinh gitra ngudi va bot
tang Android/iOS/Web/App tang Android/iOS/Web/App

B6 giai phap ctia VNPT dong vai tro cac nén tang cong nghé I6i giip cac Ngan hang thuc hién
chuyén d6i s6 thanh cong.




lectronic ‘‘now ! our Customer

viét tit cia VNPT clectronic ‘now Your Customer,
hay con goi nén tang “DPinh danh dién t&”, gilp nhan dang,
xac minh va trich xuat théng tin chinh xac tr hinh anh va giay to
ca nhan.

https://ekyc.vnpt.vn/vi
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2. VNPT BiolD - Nén tang Quan ly dinh danh va xac thuc Sinh trac hoc

Management

2

Admin Portal

Dev Portal

VNPT BIOID PLATFORM

Integration
ID Services
- Enrollment - Verification (1-1) - Mutitennant -
- Update - Authentication (1-N) - MultiFactor %
Mobile

ID Management Advance Services

-1D Deduplicate

- Demographics - ID proofing
J& - Documents/ files - Fraud check

@ Tablet

API/SDK !/@ @

- Biometrics (face id, - OCR(ID Card)
finger id, voice id,..) - IAL/AAL

Services Bus

$ $ ]
nEO

Face Finger Voice Iris Palm/Vein
Engine Engine Engine Engine Engine

)

Web/Deskop

VNPT BiolD la nén tang quan trong trong chuyén doi s6 ngan hang.

Gilp s6 hod va quan ly toan bo dit liéu dinh danh sinh trac hoc khac nhau trén cing mot nén tang.

Ung dung dinh danh va xac thuc khach hang bao mat, thuan tién va tang trai nghiém khach hag;
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Ung dung nén tang VNPT BiolD trong Digital Banking

L 03 E E3 [ )

Mobile Call center Branch Kiosk BANK
INTEGRATION ID Orchestrator

v

ONBOARDING AUTHENTICATION FINANCIAL API/SDK Biometrics Platform
SERVICES

|_
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BRANCH
INTERNET

DATABSE
DOCUMENT STORE
DEMOGRAPHIC STORE
BIOMETRICS
SERVICES PROVIDER

Giap phap Quan ly dit liéu dinh danh hoan chinh cho Bank

Quan ly dit liéu dinh danh theo du thao nghi dinh cua Chinh phu
Quan ly thoéng tin sinh trac hoc theo mirc do6 xac thuc (1,2,3)

- Luu trir thong tin gidy to tuy than theo muic d6 xac thuc (1,2,3)

- Luu thong tin nhan khau hoc (Demographic) va cho phép khai
ndo dé thu thap va luu trir thong tin ma rong
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Ung dung VNPT BiolD & EKYC trong Digital Banking

VNPT BiolD + eKYC dap (rng tot cho nhu cau cua Bank:

, ) R . . . . , ) Level 1 Level 2 Level 3
v' Quan ly théng tin dinh danh Biometric cua khach %DT - (
--
v Quan Iy mic dé xac thuc thong tin dinh danh 5 Moblle  Kiosk  Branch
Biometric t6i tirng khach hang i 3
B [ KYC }------{ Enroliment } Authentication }
v HO trg xac thuc (Authentication) cho cac dich vu theo :
D
muc do IAL (Identity Assuarance Level) o @ ©J
v' Quan ly thong tin Biometrics va Thong tin giay tg, , v
phuc vu xac minh théng tin (ID Proofing). s f‘l i, e VNPT BiolD A
v HO trg nhiéu danh sach thong tin dinh danh: Blacklist, % = I_Q_I I_@_I | B
@ Update
VI~P, Employee,... IE)CF\_’I B ! e N Tennant
v' H6 trg Authen/Ident 1:1; va 1:n . - )

v' HO trg Multimodal Biometrics = giup nang cao do

chinh xac va dinh danh tot



Ung dung VNPT BiolD & EKYC - thanh toan Micropayment “Smile to Pay”

= Khoéng can QR code

= Khong can the

= Khong can dién thoai

Chi can KHUON MAT cua ban




Ung dung VNPT BiolD & EKYC - Nhan dién khach hang uu tién

? (AL LKL L]

2
V4

> Ung dung eKYC nhan dién khach hang uu tién
- Trén co s& dit liéu sinh trac hoc cua khach hang, hé thong Al co thé tw dong nhan dién khach hang VIP
ngay tu khi khach hang mé&i vao phong giao dich/ phong cho san bay

- Nang cao chat lugng cham séc khéach hang.

- Trai nghiém khach hang dugc cai thién.

Hoan thién lién tuc hé thdng co s& dif liéu khach hang (bao gom dit liéu sinhtréc hoc) =

—I=‘=‘___
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Ung dung VNPT BiolD & EKYC trién khai Digital onboarding

> Ung dung eKYC vao quy trinh dang ky dich vu

- V6i cong nghé AlI/OCR cua tng dung eKYC
dugc tich hgp vao cac ing dung Mobile App
cua Ngan hang, khach hang c6 thé dang ky
dich vu hoan toan online

- Tao nén tang co s& dit liéu (bao gom ca di liéu
sinh trac hoc) khach hang dién tur.

- Giam thoi gian nghiép vu khai tao dich vu, gia
tang trai nghiém khach hang.

- Ap dung cho céc nghiép vu tao Tai khoan, md
so tiét kiém, dang ky eBanking,...
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Ung dung VNPT BiolD trién khai Video Call EKYC

Al ty dong xac
thuc thong tin KH

Dang ky tai khoan Goi Video call _ . ™™ ) . . Khaitao tai khoan
Chup anh giay to dé KYC Giao dich vién XdC nhan thong tin ngan hang thanh céng =
ca nhan truc tiép voi KH —




Ung dung sang tao nghiép vu trng dung hoan toan méi

> Ung dung nghiép vu khac

_ Dua trén giai phap VNPT cung cap, Ngan
hang cé thé sdng tao t6i da cac cach ap
dung vao nghiép vu cli va méi cua Ngan
hang.

_ Nham néang cao trai nghiém khach hang.

_ Tién dan dén muc tiéu Ngan hang s6 mot
cach nhanh nhat

» Tich hop ung dung khac:

_ Kha nang tich hop véi cac dich vu s6 khac deé
hoan thién s6 hoa toan trinh cac nghiép vu
vai khach hang (VD: Hop dong dién tu, VNPT

CA, Ky dién tu, SmartQueue,..)
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Ut ngan thoi gian
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~/ Giam thiéu toi da ruiro
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