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¥ e ‘ngan chan hoat dong ding tai ni dung quang cao ca dog,
danh bac trire tuyén, mai dim trén cic trang/cong TTDT

Qua cong tac bao vé an ninh hé thong mang thong tin quéc gia, B Cong an
phét hién hoat dong loi dung déng tai ndi dung quang cao ca d9, danh bac truc
tuyén, mai ddm trén céc trang TTDT thude co quan | nha nudc, gdy anh huong dén
uy tin clia cac co quan nha nudc, tiém 4n nguy co mat an ninh mang, an toan théng
tin, gia tang t6i pham vé c4 d6, danh bac truc tuyén, mai dam, cu thé nhur sau:

1. Qua ra soét trén khong gian mang, Bo Céng an phat hién hang tram
trang TTDT thudc quan ly cia co quan nha nuéc (cé tén mién .gov.vn) bi chen
hang nghin lién két chira noi dung quang cao, kém theo dudng dan téi cic
website ca d§, danh bac tryc tuyen mai ddm; dong thoi sir dung cac cong cu
quang cao cua cong cu tim kiém (Google, Bmg, Yahoo...) d& nhim quang ba,
tang uy tin cho website ca dg, danh bac truc tuyen trai phép.

Theo nhén dinh cia B Cong an, thuc trang nay c6 thé xudt phat tr cdc
nguyén nhan sau: (1 ') Cac tén mién thudc co quan nha nudc (c6 tén mién .gov.vn)
1a muc tiéu hang dau cac doi tu'ong tin tic nhém t6i; (2) Co quan chi quan cac
Trang TTDT khong kiém soat noi dung ma ngudi dung dang tai (nhu cdc noi
dung phén binh lugn, héi ddp, phan dnh), cho phép bt k¥ ai cling c6 thé dang tai
noi dung va hién thi 1én trang TTPT; (3) Trang TTDT tbn tai 16 hong bao mét, bi
tin tic tin cong, khai théc, chiém quyén dleu khién may chu, tir d6 dang tai cac
ndi dung quang c40 ca do, danh bac truc tuyén, mai dim; (4) Quan tri vién mot sO
trang TTDT co tinh dang tai cac ndi dung quang cao nham muc dich ca nhén.

Qua theo ddi, B6 Cong an nhan thiy tinh trang loi dung céc trang TTDT clia
co quan nha nude dé ding tai cac noi dung trai quy dinh ctia phap luét (quang céo
cd do bong dé4, mai dam, danh bac truc tuyen) ngdy cang gia ting va dién bién phirc
tap. Néu khong kip thoi ngan chan, ¢6 thé gay anh huéng nghiém trong dén uy tin
cua cac co quan nha nudc, tiém 4n nguy co mét an ninh mang, an toan thong tin,
gia tang t0i pham vé c4 d6, danh bac, mai dam..

2. Tir tinh hinh trén, dé ting cuong bao dam an ninh mang, an toan thong tin,
ngin chdn hoat dong quang céo c d9 bong da, mai ddm, danh bac truc tuyén, Bo
Céng an d& nghj céc bd, ban, nganh, dia phuong, tip doan, tong cong ty thudc quan
Iy nha nuGe chi dao bd phéan chite nang chi dong thuc hién cac bién phap sau:
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- T4 chitc ra soét ngay céc bai viét c6 ndi dung quang céo cé d6 bong da,
mai ddm, d4nh bac truc tuyén trén trang TTDT dé€ kip thoi g& bo (co phu luc
hwong dan kem theo);

- Téng cudng cac bién phap dam bao an ninh, an toan thong tin, chi réng
ra soét, khic phuc diém yéu, 16 hong bao mét con tdn tai (néu cd); Xay dung quy
ché quan tri, van hanh trang TTDT, trong d6, quy dinh rd viéc kiém tra, kiém
duyét ndi dung ngudi dung dang tai trude khi cho phép hién thi 1én trang TTDT;
bd sung tinh ning luu trit dia chi IP cia ngudi dung khi ding tai ndi dung lén
trang TTDT phuc vu xac minh trong truong hgp can thiét.

Bo Cong an xin thong béo./. e./

Nﬁi nhin: TUQ. BO TRUONG
- Nhu trén;

- Ble B truéng T6 Lam ] O GCUCANN]NHMANG
- Céc dbng chi Thir trudng
- Véan phong TW Pang

- Vian phong Tdng Bi thu

- Vian phong Chu tich nuée
- Vin phong Quéc hoi

- Van phong Chinh phu

- Céc bg, co quan ngang bg,
Co quan thuge Chinh phi

- Tinh iy, Thanh ity, UBND | (dé phdi hop);
Cac tinh, TP tryc thugc TW ]
- Toda 4n Nhén dén t5i cao

- Vién Kiém st nhan dén t5i cao

- Kiém toén nha nuée

- Céc tip doan, tong cong ty:

EVN, PVN, VNA, VATM, ACV

- C4c ngn hang: BIDV, Agribank,
Vietinbank, Vietcombank, MSB

- Cong an cac don vi, dia phuong (dé thuc hién);
- Luu: VT, A05(P8).

(& bao céo);




PHU LUC
HUONG DAN RA SOAT, GO BO NOI DUNG QUANG CAO BAT HQP PHAP
(Kém theo Théng bdo s6 10/TB-BCA-A0S, ngay 28/4/2022)

1. Vi tri thwong bi chén cac ngi dung quang cio bat hgp phap

- Muc hai dap, gép y, binh luén trén céc trang thong tin dién tir (TTDT)
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- Tin tic tin céng trang TTOT vai tai 1én tép tin ma ddc, tép tin quang cdo noi
dung bat hop phap.
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2. Ra soat, g& bd ndi quang cdo bt hgp phap trén trang TTPT do don vi
quan ly
2.1. Str dung céac cong cu tim kiém Google, Bing, Yahoo... dé tim kiém céc bai
viét ¢6 ndi dung quang céo bt hop phép trén trang TTDT.
Vi du: Cua phap Google Dork trén cong cu tim kiém Google:
site:“tenmien.gov.vn” intext:“tir khoa”

Trong do,
+ tenmien.gov.vn 13 tén mién trang TTDT do don vi quan trj, van hanh cAn ra soét
+ tir khéa: 12 tir khoa, tén mién quang cdo bat hgp phép can tim kiém trén trang
TTDT. Vi du: “dk8”, “nha céi”, “dk8.com”...
2.2. Quan trj vién ding nhap hé quan tri co s dir lidu, thyc hién truy vén tim kiém
céc tir khoa quang co bit hop phép tir céc bang (héi dap, binh lugn, gbp ¥...) luu
trir thong tin ma nguoi diung gui [én.

Vi du: select * from tb]_hoidhp where noidungcauhoi like “%tir kh6a%”

2.3. Ra so4t ma doc, webshell ma tin tic da tai 1én hé théng. C6 thé sir dung céc
cdng cu nhu: cong cu Shell detector tai dia chi sheildetector.com; cac cong cu so
sanh, phat hién su thay d6i cta cac tép tin ma ngudn trang TTDT so véi mi
ngudn gdc; sir dung céc cong cu antivirus...

3. Ngin chiin hoat dong diing tii ndi dung quang cio bit hgp phap

- Bb sung ma CAPTCHAR tai cdc muc cho phép ngudi ding c6 thé ding tai ni
dung (Muc hoi dap, gép y, binh ludn) 1én trang TTDT dé ngin chin cac cong cu
tw dong déng tai.

- Kiém duyét cac ndi dung ngudi ding déng tai truée khi cho phép hién thi lén
trang TTDT.

-Ting cudng céc bién phap dam bao an ninh, an toan théng tin; thuong xuyén ra
so4t, g bd ma ddc trén hé théng, 16 héng bao mat con ton tai trén trang TTDT
dé kip thoi ngén chén, khic phuc.



